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Lab - Using Wireshark to Examine a UDP DNS Capture
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Objectives
Part 1: Record the IP Configuration Information of a PC
Part 2: Use Wireshark to Capture DNS Queries and Responses
Part 3: Analyze Captured DNS or UDP Packets

Background / Scenario

If you have ever used the internet, you have used the Domain Name System (DNS). DNS is a distributed
network of servers that translates user-friendly domain names like www.google.com to an IP address. When
you type a website URL into your browser, your PC performs a DNS query to the DNS server IP address.
Your PC DNS server query and the DNS server response make use of the User Datagram Protocol (UDP) as
the transport layer protocol. UDP is connectionless and does not require a session setup as does TCP. DNS
gueries and responses are very small and do not require the overhead of TCP.

In this lab, you will communicate with a DNS server by sending a DNS query using the UDP transport
protocol. You will use Wireshark to examine the DNS query and response exchanges with the same server.

Note: This lab cannot be completed using Netlab. This lab assumes that you have internet access.

Required Resources

1 PC (Windows 7, 8, or 10 with command prompt access, internet access, and Wireshark installed)

Part 1. Record a PC’s IP Configuration Information

In Part 1, you will use the ipconfig /all command on your local PC to find and record the MAC and IP
addresses of your PC network interface card (NIC), the IP address of the specified default gateway, and the
DNS server IP address specified for the PC. Record this information in the table provided. The information will
be used in parts of this lab with packet analysis.

IP address

MAC address

Default gateway IP address

DNS server IP address

Part 2. Use Wireshark to Capture DNS Queries and Responses

In Part 2, you will set up Wireshark to capture DNS query and response packets to demonstrate the use of
the UDP transport protocol while communicating with a DNS server.
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Lab - Using Wireshark to Examine a UDP DNS Capture

a. Click the Windows Start button and navigate to the Wireshark program.

b. Select an interface for Wireshark to capture packets. Select (highlight) the active capturing interface.

M The Wireshark Network Analyzer =

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm® 1 REBAea=2=21 55 QAQAQHF
[ [.Applv a display filter ... <Ctrl-/> [ —p | '] =
Welcome to Wireshark
Capture
..using this filter: I IEmev a capture filter '] All interfaces shown ¥
Ethernet A

Local Area Connection™ 2

c. After selecting the desired interface, click Start to capture the packets.
d. Open a web browser and type www.google.com. Press Enter to continue.

e. Click Stop to stop the Wireshark capture when you see the Google home page.

Part 3: Analyze Captured DNS or UDP Packets

In Part 3, you will examine the UDP packets that were generated when communicating with a DNS server for
the IP addresses for www.google.com.

Step 1. Filter DNS packets.

a. Inthe Wireshark main window, type dns in the entry area of the Filter toolbar and press Enter.

Note: If you do not see any results after the DNS filter was applied, close the web browser. In the

command prompt window, type ipconfig /flushdns to remove all previous DNS results. Restart the
Wireshark capture and repeat the instructions in Part 2b —2e. If this does not resolve the issue, type
nslookup www.google.com in the command prompt window as an alternative to the web browser.

Flle Edit View Go Capture Analyze Statistics Telephony Wirsless Took Help

dm 8 IBREBR===7852=EQQq0
LIES - . B - e
No Tme Source Desanation Srotocol  Length Info
15:5.466511 192.168.1.145 193.188.1.1 oRs 74 Standard query Bx483F A s gocgle,com
16.5.485901 192.168.1.1 192,168.1. 146 oS 20 Standard query rezponse @x484F A wam.google.com A 172,
18 S. 487144 192,168,1.148 192,168.1.1 ons 74 Standard query 8xG83s A wewn.google,com
19 5. 400612 192.168.1.1 192.168.1.346 oS 00 Standard query response OxRB3a A s, google . com A 172,

Frame 15: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: IntelCor_1c:58:44 (89:24:d7:1c:50:44), Dst: SelkinIn 9f:6b:8c (14:51:82:9f:6b:8¢c)
Internet Protocol Version &, Src: 192.16B.1.146, Dst: 192.168.1.1

User Dstagram Protocol, Src Port: 62921, Dst Port: 53

Domain Mame System (query)

14 51 82 9f 6b Bc 99 24 d7 1c 58 43 28 8@ 45 @@ ....k..$ ..PD..E.
@0 3¢ 79 74 00 09 80 11 3d 59 c@ a8 91 92 <@ #8 CYRicoe Woares
91 01 f5 c5 00 3500 28 se cd 48 4f@1 GR OB O1  ..... S lovies
00 00 00 00 03 8 83 77 77 77 # 67 6f 6f 67 6¢ vere e M. googl
65 83 63 6f 6d @ @0 @1 @0 o1 e.com... ..
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Lab - Using Wireshark to Examine a UDP DNS Capture

b.

In the packet list pane (top section) of the main window, locate the packet that includes Standard query
and A www.google.com. See frame 15 as an example.

Step 2: Examine a UDP segment using DNS query.

Examine the UDP by using a DNS query for www.google.com as captured by Wireshark. In this example,
Wireshark capture frame 15 in the packet list pane is selected for analysis. The protocols in this query are
displayed in the packet details pane (middle section) of the main window. The protocol entries are highlighted

in gray.
File Edt Vien Go Copture Analyze Statistics Telephony Wireless Toocks Melp
An @ mRE ] =T 45 EQQaQW
P :“ ) * | Exprassion
NG Tere Source Cestmaton Frotoonl  Length [Info
15 5.469511 192,166.1.146 192.168.1.1 ons 74 Standard query @x4847 A www, google.com
16 5.485931 192.168.1.1 102.168.1.146 DS o) Standard query response OxAB4f A sewv.google.com A 172
18 5.487144 192.166.1.146 1. ONS 74 Standard query xRB3a A www.gocgle.com
13 5.48%012 192.1668.1.1 152.168.1.14¢ oRs S@ Standard query response @x@83a A www.gocgle.com A 1720

a.
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¥ User Datagram Protocel, Src Port: 62921, Dst PFort: 53

Frase 15! 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Lthernet 11, Scc: IntelCor 1c:%8:44 (00:24:d7:1c:50:44), Dst: Belkinln 9Ff:6b:8c (14:91:82:9F:6b:8c)
Internet Protocol Version 4, Src: 192.168.1,146, Dst: 192.168.1.1

Source Port: 62921
Destination Port: 53

Length: 4@

Checksum: @xaecsd [unverified)
[Checksum Status: Unverified]

[Stream index: 2]

Domain Name Systes (query)

In the first line in the packet details pane, frame 15 had 74 bytes of data on the wire. This is the number of
bytes to send a DNS query to a hame server requesting the IP addresses of www.google.com.

The Ethernet Il line displays the source and destination MAC addresses. The source MAC address is
from your local PC because your local PC originated the DNS query. The destination MAC address is
from the default gateway because this is the last stop before this query exits the local network.

Is the source MAC address the same as the one recorded from Part 1 for the local PC?

In the Internet Protocol Version 4 line, the IP packet Wireshark capture indicates that the source IP
address of this DNS query is 192.168.1.146 and the destination IP address is 192.168.1.1. In this
example, the destination address is the default gateway. The router is the default gateway in this network.

Can you identify the IP and MAC addresses for the source and destination devices?

Device IP Address MAC Address

Local PC

Default Gateway

The IP packet and header encapsulates the UDP segment. The UDP segment contains the DNS query
as the data.
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Lab - Using Wireshark to Examine a UDP DNS Capture

d. A UDP header only has four fields: source port, destination port, length, and checksum. Each field in a
UDP header is only 16 bits as depicted below.

UDP SEGMENT
0 16 3
LDF S0URCE PORT LIDP DESTINATION PORT
UDP MESSAGE LENGTH UDP CHECKSUM
DT,
DATA ...

Expand the User Datagram Protocol in the packet details pane by clicking the plus (+) sign. Notice that
there are only four fields. The source port number in this example is 60868. The source port was
randomly generated by the local PC using port numbers that are not reserved. The destination port is 53.
Port 53 is a well-known port reserved for use with DNS. DNS servers listen on port 53 for DNS queries
from clients.

% User Datagram Protocol, Src Port: 62921, Dst Port: 53
Source Port: 62921
Destination Port: 53
Length: 48
Checksum: @xaecd [unverified]
[Checksum Status: Unwverified]
[5tream index: 2]

In this example, the length of the UDP segment is 40 bytes. Out of 40 bytes, 8 bytes are used as the
header. The other 32 bytes are used by DNS query data. The 32 bytes of DNS query data is highlighted
in the following illustration in the packet bytes pane (lower section) of the Wireshark main window.

% Domain Name System (query)

[Response In: 16]

Transaction ID: @x484f

Flags: ex@led Standard gquery

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

¥ Queries

¥ www.google.com: type A, class IN
Mame: www.google.com
[Mame Length: 14]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (@x88el)

The checksum is used to determine the integrity of the packet after it has traversed the internet.

The UDP header has low overhead because UDP does not have fields that are associated with the three-
way handshake in TCP. Any data transfer reliability issues that occur must be handled by the application
layer.
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Lab - Using Wireshark to Examine a UDP DNS Capture

Record your Wireshark results in the table below:

Frame size

Source MAC address

Destination MAC address

Source IP address

Destination IP address

Source port

Destination port

Is the source IP address the same as the local PC IP address you recorded in Part 1?

Is the destination IP address the same as the default gateway noted in Part 1?

Step 3: Examine a UDP using DNS response.

In this step, you will examine the DNS response packet and verify that the DNS response packet also uses

the UDP.

a. Inthis example, frame 16 is the corresponding DNS response packet. Notice the number of bytes on the
wire is 90. It is a larger packet compared to the DNS query packet.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dEm 7@ RerER SIS EQRAQAQAH
|dns [X] '] Expression...
Mo. Time Source Destination Protocol  Length Info —
]: 15 5.469511 192.168.1.146 192.168.1.1 DNS 74 Standard query @x434f A www.google.com
16 5.485931 192.168.1.1 192.168.1.146 DNS 9@ Standard query response @x484f A www.google.com A 172..
18 5.487144 192.168.1.146 192.168.1.1 DS 74 Standard query @x883a A www.google.com
19 5.489012 192.168.1.1 192.168.1.146 DNS 9@ Standard query response @x@83a A www.google.com A 172..

Ethernet II, Src: BelkinIn_9f:6b:8c (14:91:82:9f:6b:8c), Dst:
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.146
¥ User Datagram Protocol, Src Port: 53, Dst Port: 62921

Source Port: 53
Destination Port:
Length: 56
Checksum: @xb72c [unverified]
[Checksum Status: Unverified]
[Stream index: 2]

Domain Name System (response)

62921

Frame 16: 98 bytes on wire (72@ bits), 9@ bytes captured (728 bits) on interface @
IntelCor_1c:50:44 (0@:24:d7:1c:58:44)

b. Inthe Ethernet Il frame for the DNS response, what device is the source MAC address and what device is

the destination MAC address?

c. Notice the source and destination IP addresses in the IP packet. What is the destination IP address?

What is the source IP address?

Destination IP address:

Source |IP address:
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Lab - Using Wireshark to Examine a UDP DNS Capture

What happened to the roles of source and destination for the local host and default gateway?

d. Inthe UDP segment, the role of the port numbers has also reversed. The destination port number is
62921. Port number 62921 is the same port that was generated by the local PC when the DNS query was

sent to the DNS server. Your local PC listens for a DNS response on this port.

The source port number is 53. The DNS server listens for a DNS query on port 53 and then sends a DNS

response with a source port number of 53 back to the originator of the DNS query.

When the DNS response is expanded, notice the resolved IP addresses for www.google.com in the

Answers section.

¥ User Datagram Protocol, Src Port: 53, Dst Port: 62921
Source Port: 53
Destination Port: 62921
Length: 56
Checksum: @xb72c [unverified]
[Checksum Status: Unverified]
[Stream index: 2]
¥ Domain Name System (response)
Request In: 15
[Time: 8.81654280088 seconds]
Transaction ID: @x484f
Flags: @x8180@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
Queries
¥ Answers
¥ www.google.com: type A, class IN, addr 172.217.9.4
Mame : www.google.com
Type: A (Host Address) (1)
Class: IN (@x@eal)
Time to live: 262
Data length: 4
Address: 172.217.9.4

Reflection
What are the benefits of using UDP instead of TCP as a transport protocol for DNS?
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